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Setting Up An IPv6 Tunnel

Using Hurricane Electric’s tunnel broker service
on a single Ubuntu computer
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Why Use A Tunnel?

* To reach IPv6 hosts on the other side of an
ISP’s IPv4 network
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Step 1: Hurricane Electric Tunnel
Broker Account

 Sign up with Hurricane Electric,
tunnelbroker.net, to get an IPv6 tunnel using
their tunnel broker service

* This will give you:
— Server IPv4 address — 216.66.22.2

— Server IPv6 address — 2001:db8:7:aa7::1
— Client IPv4 address — 203.0.113.123— 'iaeddress

— Client IPv6 address — 2001:db8:7:aa7::2
— Routed IPv6 prefixes — 2001:db8:8:aa7::/64
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Step 2: edit /etc/network/interfaces

Edit interfaces. At the command line:

S sudo nano /etc/network/interfaces
And add...

auto he-ipv6iface he-ipv6 inet6 v4tunnel

endpoint 216.66.22.2— T iR e

address 2001:db8:7:aa7:2 L. Cllent/Pveadres

netmask 64
up ip -6 route add default dev he-ipv6
down ip -6 route del default dev he-ipv6
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Step 3: edit Network Manager settings

: M _careti I
® Editing Auto ethl Mon Jun 6, 7:37 PM_@-gareth (O Ay
Connection name: ‘Auto ethl et —
ired | & WitelESangy Mobile 0 edi
ame s A
0 et v

& Connect automatically

Wired 802.1x Security IPv4.8 gs IPv6 Settings

Method: |Manual

Addresses

Address Prefix
2001:db8:8:aa7::1 |64

Address Prefix Gateway Metri
2001:db8:7:aa7::1 64  2001:db8:7:aa7::2 128

Routable
address | Server IPv6 ClientIPv6
Search domains: | address address

W\ Use this connection only for resources on its network

& Available to all users | Cancel | W % w
4

June 8, 2011 CALUG IPv6

Step 4: Bring Up The Interface

At the command line:
S sudo ifup he-ipv6

* But caution — you now need to set up an IPv6
firewall on your computer
— ufw can be used

* But we'll leave that as an exercise for the
reader!
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The Result
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e Ubuntu wiki on IPv6
— https://wiki.ubuntu.com/IPv6

* Setting up a IPv6 Gateway on Hurricane
Electric using Ubuntu 10.04.2

— http://www.dickson.me.uk/2011/03/08/setting-
up-a-ipvb-gateway-on-hurricane-electric-using-
ubuntu-lucid-lynx-10-04-2/

* Hurricane Electric

— http://he.net
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